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2 Paper Reading

2.1 UPSET and ANGRI : Breaking High Performance Image Classifiers
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(a) Training scheme for UPSET(U). (b) Training scheme for ANGRI(A).
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Figure 2: #2

2.3 Art of singular vectors and universal adversarial perturbations
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Let us denote the outputs of the i-th hidden layer of the
network by f;(x). Then for a small vector £ we have

filz +¢) — fi(z) = Ji(x)e,

where o5
];(J") = 0_.1" I.

is the Jacobian matrix of f;. Thus, for any g-norm

1fi(z +¢) = fi(z)llq = || Ji(x)ellq, (4)

We can conclude that for perturbations which are small in
magnitude in order to sufficiently perturb the output of a
hidden layer, it is sufficient to maximize right-hand side of
the eq. (4). It seems reasonable to suggest that while propa-
gating further in the network it will dramatically change the
predicted label of z.

Thus to construct an adversarial perturbation for an indi-
vidual image = we need to solve

|Ji(x)ellq = max, |||, = L, (5)

Figure 3: #3



2.4 Boosting Adversarial Attacks with Momentum

Momentum iterative fast gradient sign method /K Xfiterative fast gradient sign methodf]
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